Abstract-The basic idea of secret sharing is that a dealer distributes a piece of information about a secret to each participant in such a way that authorized subsets of participants can reconstruct the secret but unauthorized subsets of participants cannot determine the secret. We propose a new secret sharing scheme realizing general access structures, which is based on authorized subsets. The proposed scheme is perfect and can reduce the number of shares distributed to one specified participant. In the implementation of secret sharing schemes for general access structures, an important issue is the number of shares distributed to each participant. We can apply the proposed scheme to the same access structure recursively. That is, the proposed scheme can reduce the number of shares distributed to another participant once again by applying the proposed scheme recursively. We apply the proposed scheme to all access structures on five participants in order to evaluate the efficiency of the proposed scheme.
I. INTRODUCTION
In 1979, Blakley and Shamir independently introduced the concept of secret sharing [1] , [2] . In Shamir's ( , )-threshold scheme [1] , every group of participants can recover the secret , but no group of less than participants can get any information about the secret from their shares. The collection of all authorized subsets of participants is called the access structure. A ( , )-threshold scheme can only realize particular access structures that contain all subsets of or more participants.
Secret sharing schemes realizing more general access structures than that of a threshold scheme were studied by numerous authors. Koyama proposed secret sharing schemes for multi-groups [3] . Simmons studied secret sharing schemes realizing multilevel access structures [4] , [5] . Subsequently, Tassa proposed a hierarchical threshold scheme using polynomial derivatives [6] . Farrás and Padró formalized the concept of hierarchical access structure [7] . Secret sharing schemes based on graph access structures were also proposed [8] - [10] . These schemes obtain the optimal information rates for some access structures, but these schemes cannot be applied to many access structures.
On the other hand, Ito, Saito and Nishizeki proposed a secret sharing scheme for general access structures and showed an explicit share assignment algorithm for any access Manuscript received June 13, 2018 ; revised October 15, 2018 . This work was supported by JSPS KAKENHI Grant Number 15K00192.
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structure [11] . Their scheme can realize an arbitrary access structure by assigning one or more shares to each participant. Benaloh and Leichter proposed a secret sharing scheme for general access structures based on a monotone-circuit [12] . Secret sharing schemes which have an explicit assignment algorithm for any access structure are categorized by two types. One type is schemes based on unauthorized subsets [11] , [13] , [14] . Another type is schemes based on authorized subsets [12] , [15] , [16] .
In the implementation of secret sharing schemes for general access structures, an important issue is the number of shares distributed to each participant. Obviously, a scheme constructed of small shares is desirable. However, in general, the proposed secret sharing schemes for general access structures are impractical in this respect when the size of the access structure is very large.
In this paper, we modify Benaloh and Leichter's scheme [12] and propose a new secret sharing scheme realizing general access structures, which is based on authorized subsets. The proposed scheme is perfect and can reduce the number of shares distributed to one specified participant. We can apply the proposed scheme to the same access structure recursively. That is, the proposed scheme can reduce the number of shares distributed to another participant once again by applying the proposed scheme recursively. We show that the proposed scheme is more efficient than or equal to Benaloh and Leichter's scheme [12] for any access structure. Furthermore, we show that the proposed scheme is more efficient than or equal to Ito, Saito and Nishizeki's scheme [11] for all 180 access structures on five participants.
II. PRELIMINARIES
A. Secret Sharing Scheme Let = { 1 , 2 , … , } be a set of participants. Let (∉ ) denote a dealer who selects a secret and distributes a share to each participant. Let and denote a secret set and a share set, respectively. For sets and , we denote a difference set by − . The access structure Γ(⊂ 2 ) is the family of subsets of which contains the sets of participants qualified to recover the secret. For any authorized subset ∈ Γ , any superset of is also an authorized subset. Hence, the access structure should satisfy the monotone property:
Let Γ 0 be a family of the minimal sets in Γ, called the minimal access structure. Γ 0 is denoted by
For any access structure Γ , there is a family of sets Γ ̅ = 2 − Γ. Γ ̅ contains the sets of participants unqualified to recover the secret. The family of maximal sets in Γ ̅ is denoted by Γ ̅ 1 . That is,
Let be a probability distribution on . Let ( ) be a probability distribution on the shares ( ) given to a subset ⊂ . Usually a secret is chosen from with the uniform distribution. A secret sharing scheme is perfect if
where ( ) and ( | ) denote the entropy of and the conditional entropy defined by the joint probability distribution × ( ) , respectively.
In general, the efficiency of a perfect secret sharing scheme is measured by the information rate [17] defined as
where ( ) denotes the set of possible shares that might receive. Obviously, a high information rate is desirable. A perfect secret sharing scheme is ideal if = 1. Throughout the paper, is a large prime, and let be a finite field with elements. In this paper, we assume = = .
B. Shamir's Threshold Scheme
Shamir's ( , )-threshold scheme is described as follows [1] : 1) A dealer chooses distinct nonzero elements of , denoted by 1 , 2 , ⋯ , . The values are public. 2) Suppose wants to share a secret ∈ , chooses − 1 elements 1 , 2 , ⋯ , −1 from independently with the uniform distribution. 3) distributes the share = ( ) to (1 ≤ ≤ ), where
is a polynomial over . It is known that Shamir's ( , ) -threshold scheme is perfect and ideal [17] , [18] . This implies that every participants can recover the secret , but no group of less than participants can get any information about the secret.
The minimal access structure of ( , )-threshold scheme is described as follows:
C. Secret Sharing Scheme Based on Complete
Multipartite Graph Let = { 1 , 2 , ⋯ , }. Suppose can be partitioned into subsets 1 , ⋯ , and Γ 0 can be formed by
Then there is an ideal secret sharing scheme realizing the access structure. In this case, we can obtain a complete multipartite graph with vertex set and edge set Γ 0 . Actually, we can realize the access structure as follows.
1) Compute shares 1 , 2 , ⋯ , by using a (2, )-threshold scheme with as a secret . 2) is assigned to each ∈ (1 ≤ ≤ ).
D. General Secret Sharing Schemes
and Γ , Benaloh and Leichter's scheme [12] is described as follows. Benaloh and Leichter's scheme: We shall realize this access structure by Benaloh and Leichter's scheme. In this case, shares are distributed as follows: In this example, 14/5 shares are distributed on average. This scheme executes one threshold scheme for each minimal authorized subset. A disadvantage of this scheme is that the number of shares distributed to each participant becomes large as the size of Γ 0 gets large. For = { 1 , 2 , ⋯ , } , ∈ and Γ , Ito, Saito and Nishizeki's scheme [11] is described as follows. Ito, Saito and Nishizeki's scheme:
for the secret by using Shamir's ( , )-threshold scheme.
2) Distribute shares to ∈ (1 ≤ ≤ ) according to the function ∶ → 2 defined as
Example 2: We shall realize the access structure of Example 1 by Ito, Saito and Nishizeki's scheme. In this case, Γ ̅ 1 is given by
by using a (3,3)-threshold scheme for the secret .
2) According to the function , distribute shares as follows:
In this scheme, to recover the secret a group ⊂ need to collect all shares. If X ⊂ ∈ Γ ̅ 1 , cannot collect the share . On the other hand, If X ∈ Γ, then there exists ∈ such that ∈ − for all (1 ≤ ≤ ). Thus, can collect 1 , ⋯ , and recover the secret. In this example, 9/5 shares are distributed on average. This scheme needs one share for each maximal unauthorized subset. Thus this scheme needs |Γ ̅ 1 | shares in total. A disadvantage of this scheme is that the number of shares distributed to each participant becomes large as the size of Γ ̅ 1 gets large.
III. PROPOSED SCHEME Here, we modify Benaloh and Leichter's scheme [12] and propose a new secret sharing scheme realizing general access structures, which is based on authorized subsets. The proposed scheme is perfect and can reduce the number of shares distributed to one specified participant ′ ∈ by dividing into Γ 0 according to ′. Furthermore, we can apply the proposed scheme to the same access structure recursively. The proposed scheme is more efficient than or equal to Benaloh and Leichter's scheme [12] for any access structure. For = { 1 , 2 , ⋯ , } , ′ ∈ , ∈ and Γ , the proposed scheme is described as follows. 3) compute 2 shares 1 , 2 by using Shamir's (2,2) -threshold scheme with as a secret. 2 is assigned to 1 In this example, the proposed scheme can reduce the number of shares distributed to 1 ∈ . Actually, the proposed scheme distributes 12/5 shares on average, which is smaller than 14/5 achieved by Benaloh and Leichter's scheme. Hence, the proposed scheme is more efficient than Benaloh and Leichter's scheme.
The next theorem shows that the proposed scheme is perfect.
Theorem 1: For = { 1 , 2 , ⋯ , }, ′ ∈ and any access structure Γ(⊂ 2 ), distribute shares for a secret by using the proposed scheme. Then, for any subset X ⊂ , 
and
(Case ii) ′ ∈ : From the property of access structure and the definition of Γ 0 (0) and Γ 0 (1) , we have
From (4) and (6), we have
for any ∉ Γ (1 ≤ ≤ ). This implies
for any ∉ Γ (1 ≤ ≤ ). From (5) and (7), we have
for any ∉ Γ (1 ≤ ≤ ). From the definition of , 1,1 , ⋯ , 1, and (9), we have 
In order to show ( | ) = ( ), we expand ( | ) as follows: 1,1 , ⋯ , 1, , 0,1 , ⋯ , 0, 
From the chain rule for entropy, we have
Here, ( * ) comes from the definition of Γ 0 (0) and Γ 0 (1) and the fact that 0,1 , ⋯ , 0, are mutually independent and the last equality comes from (8) and (10) . On the other hand, we have
Substituting (12) and (13) into (11), we obtain ( | ) ≥ ( ). Since ( | ) ≤ ( ) is obvious, we have
Let ( ) be the number of shares distributed to ∈ by using the proposed scheme. Similarly, let ( ) be the number of shares distributed to ∈ by using Benaloh and Leichter's scheme. The next theorem shows the proposed scheme is more efficient than Benaloh and Leichter's scheme from the viewpoint of the number of shares distributed to ′ ∈ .
Theorem 2: For any ∈ , the number of shares distributed to is evaluated as follows:
Proof : From the definition of Γ 0 (1) , we have
( ) is obtain by
On the other hand, for ≠ ′, we have
Theorem 2 is easily obtained by (14)- (17) . We can apply the proposed scheme to the same access structure recursively. That is, the proposed scheme can reduce the number of shares distributed to another participant once again by applying the proposed scheme recursively.
Example 4: We shall apply the proposed scheme to the access structure of Example 1 recursively.
1) Let ′′ = 2 and apply the proposed scheme to Γ 0 In this example, the proposed scheme can reduce the number of shares distributed to 2 , 5 as well as 1 . Actually, the proposed scheme distributes 2 shares on average.
The proposed scheme can yet reduce the number of shares distributed to each participant if Γ 1 (0) or Γ 0 (0) forms a complete multipartite graph. In this case, shares are distributed as follows: In this example, the proposed scheme can reduce the number of shares distributed to 3 , 4 besides 1 , 2 , 5 . Actually, the proposed scheme distributes 8/5 shares on average.
IV. EVALUATION OF EFFICIENCY
Here, we consider the efficiency of the proposed scheme. Let ′( ) be the number of shares distributed to ∈ by using the proposed scheme recursively. Similarly, let ′′( ) be the number of shares distributed to ∈ by using the property of complete multipartite graphs and the proposed scheme recursively. Here, we denote the total number of shares distributed to all participants by For all 180 access structures on five participants clarified by Jackson and Martin [19] , we obtain , , ′ , ′′ and in order to evaluate the efficiency of the proposed scheme. Table I shows the number of shares distributed to participants by these five schemes. We summarize the comparison among , , ′ and ′′ in Table II . For 173 access structures, is smaller than . For 143 access structures, we can reduce the number of shares distributed to participants by applying the proposed scheme recursively. The proposed scheme can yet reduce the number of shares distributed to each participant by using the property of complete multipartite graphs for 40 access structures.
We summarize the comparison among between ′′ and in Table III . For 169 access structures, ′′ is smaller than . There is no access structure for which Ito, Saito and Nishizeki's scheme is better. #  ′  ′′  1  5  5  5  5  5  2  5  5  5  5  8  3  6  5  5  5  7  4  8  7  7  7  12  5  5  5  5  5  9  6  9  7  7  7  10  7  11  9  8  7  11  8  13 11 10  10  16  9  7  5  5  5  6  10  10  8  8  8  13  11  7  6  6  6  9  12  9  8  7  5  6  13  8  7  7  7 We have proposed a new secret sharing scheme realizing general access structures. The proposed scheme is perfect and can reduce the number of shares distributed to each participant. We can apply the proposed scheme to the same access structure recursively. The proposed scheme is more efficient than or equal to Benaloh and Leichter's scheme [12] for any access structure. Furthermore, we have shown that the proposed scheme is more efficient than or equal to Ito, Saito and Nishizeki's scheme [11] for all 180 access structures on five participants. We will compare the proposed scheme with the other general secret sharing schemes and evaluate the efficiencies in the follow-up work.
